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OEnterprises have bee]
newest mobile devices because of concerns ab
security, not to mention the increased

management burdens that the new devices wou
pl ace on already str aj

Philippe Winthrop,
Research Director, Strategy Analytics
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In a recent survey, nearly 80% of companies
have seen increases in the number of employee
wanting to use theagwn mobile devices to access
enterprise data, due in large part to the iPhone,
and more recently, Android devices.

Source: Vanson Bourne, AThe Device Dil emma, 0o Sept. 2009
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Mobile Device Management

A Big Brother
I Standardize on one, and only one, platfaymost likely Blackberry
I Firm owns and controls all devices
** Users want more freedom, more choice

A Freefor-all
I Allow any device
I Users responsible for purchasing and maintaining
** How to manage?

A Hybrid
I Multiple devices supported, within set limitations
I Users or firm can purchase

** IT controls certain aspects, users retain control over device choice,
everyone is happy. Or are they?
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Determine the Right Approasir-

A WHO?

I EndUser Segmentation
A Executives/Management
A 1Tvs.Non IT
A Lines of BusinesRartner vs. NeRartner; Timekeeper vs. Staff
A ILvs.CL

A WHAT?

I PIM Extended Application or Mobilizdésk

A Mobile Operating Systems
A Device or form factoselection

A WHERE?
T Cellular Wi-Fi
A HOW?

I Device Application, Service, Security, Expense, and Asset
Management
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Mobile Device Policy &

A Device Selection

| Standardize on one platform, or allow variety?
AForm / Function (QWERTY vs. Touch Screen)

I Who owns the device?
I All about the apps
I Support and Inventory Implications

A Carriers / Plans

I Who pays?
T
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Mobile Device Policy &

A Security

Policy Compliance
Passwords

Data Encryption

I What to do when employee leaves?

A Wipe whole device vs. wipe enterprise data?

A Office Cultural and Political Considerations
I Finding common ground without causing a mutiny
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LiveExample- Vorys "

A Vorys Sater Seymour and Peasd P
I 7 offices, 375 attorneys, 850 users
I About 450 mobile devices supported

A Management Model
I Hybrid
A Firm manages a loaner pool of blackberry

I Managed with BES

A Firm supports personal RIM, Windows and iPhone devices
I We use Exchange Active Sync and Good
I User buys devices, Reimbursed for service
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Live Example Vorys srategic

A The Good

I Users canc
T Firm not tiec

noose from many devices
Into a single device

| Attorney fee
A The Bad

more relevant with latest devices.

I Much more setup and support work
I Cannot leverage all devices to run firm standard

software.
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LiveExample- Vorys "

A The Ugly

I Managing devices requires compromises

AExample- Good for iPhone makes device much less
adept at email.

I Can be difficult to say no to a popular device

I Lost control of data
AiTunes, BB Desktop backups?
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Live Example Vorys srategic

A Lessons Learned

I Treat security and manageability as the primary
requirements.

I If you view these devices as a platform, treat therr
as such

ifLong term, supporting
win for the firm.
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Live Example Tarlow &

A Tarlow, Breed, Hart & Rodgers, P.C.

I 1 office, 21 attorneys, 47 users

| 26 mobile devices
A 57% iPhone; 31% Symbian; 8% Android; 4% Windows Mobile

A Management Model
I Hybrid
AGood for Enterprise

I Currently supports 120 devices over the 4 major OS platforms

I Users may select from either a Fpmovided device or buy
their ownAPPROVEevice; Firm pays for data.
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Live Example Tarlow &

A The Good
I Users are happy with device selection
I IT is happy with uniform email delivery service
I Easy management of mobile device fleet
I Compliance with data security laws

A The Bad

I Users not always happy with limitations of the Good
email client

I IT is assumed to know everything about every phone
AND app on the market

I When something breaks, users want IT to deal with it,
even If they bought their owghone
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Live Example Tarlow &

A Lessons Learned
I Security of data Is paramount

I Find balance between keeping users happy and
Keeping IT sane

I Letting go of some control also requires users to
assumesomecontal f t hey wonaot
may not work

MRW1 1 8/24/2010



2010

Future Management Considerattor

A Evolution of Privacy laws
I Encryption to a higher standard.

A Evolution of devices as platforms
I How do you handle O/S upgrades for PC?

A Consumer v. Business devices

I Where to draw the line
A Hybrid Devices?

I How significant is the phone part3rmartPhorie
A Evolution of policy

I Data is mingled
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Mobile Device Trends &&=

A Global Trends
A US Smartphone Market Share
A Legal Industry
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Global Smartphone Sale?ffﬁﬁ;"g“
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Source: Gartner; Forecast: Smartphones by Operating System and End User Segment, Worldwide, 2007-2013; Sept. 2009
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Share (%) of Smartphone

Subscribers

Feb1l0 May-10 % Change
RIM 42.1% 41.7% -0.4%
Apple* 25.4% 24.4% -1.0%
Microsoft 15.1% 13.2% -1.9%
Google 9.0% 13.0% 4.0%
Palm 5.4% 4.8% -0.6%
Other 3.0% 2.9% -0.1%

Source: comScore May 2010 U.S. Mobile Subscriber Market Share
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Legal Industry e

A RIM is still the King in Legal

I 89% of law firms in 2009 ILTA tech survey indicate RIM devices
In use In their firms, an upward trend over the past three years.

A iPhone beginning to infiltrate
I 50% of firms indicated the presence of the iPhone

A Support for multiple platforms increasing

I 35% of firms indicate support for multiple platforms (up from
26% in 2008), with another 8% moving toward multiple platform
support.

A 2010 & the year of Android?

I Great concern surrounding Android devices, centering on lack c
policy enforcement and weak native enterprise email support.

Source: | LTA6s 2009 Technol ogy Survey

MRW1 1 8/24/2010



2010

Device and Platform Standardization has been replacdddwce and Platform mﬁ;egic

Heterogeneous control, security and management as the key initiative for corporate
IT organizations This, combined with the individual liable trend, is forcing cross

platform acceptance.
‘ = Siicoic §

IPhone Has] BlackBerry Windows

Changed IS a Mobile is
the Game Mainstay Still Around
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Social Engineering; Policy & Peop

2010

4 N\ D Ve ~
Exchange Active synk BES Apple Third Party Tools
(EAS) via | "to5is|| (Good, Mobile Iron, &
BAS Trust Digital)
\. ) ) \_ )
"iPhone Wigﬂg\r/s]/eé CQND30ID || *#-BlackBerry. "iPhone "iPhone WiBﬂg?é an>30Id
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BES / BES Express &g

7z BlackBerry Manager-Security Administrator Authority
Filz Edt Tools Yiew Help

| Bl Explorer View | % Refresh

Explorer Yiew * | Global | Servers ] User Groups List | All Users | Software Configurations l Software Config Skatus | Fuole Adn 4 I r |
B BlackBerry Domain =
=g servers Manaage
""" I Global Properties
| [@ Properties | 2 1T Policy Administration
[=] | ® Genaral IT Policies E rﬂ tems)
® Global PIM Svne
& frrecs Conkenl | PE— I 1
Password policy for Phone Users
=N i) Properties - Disable Unverifizd Certificate Lse E|
® Device-Only Items Dizable [P Modem False
® Desktop-Only Thems Allorsy Smart Card Password Caching
® Global Ttems Disable GPS
: ® Common policy group Force Cortent Protection of Master Keys
E|-| . F‘asslwunj pnl?cy group Force LED Blinking When Microphone Is On
® Email Messaging policy group Force Include Address Book In Content Protection
? . 9’ plll:atlolll:'r aroue Message Classification (Mo tems)
e PGP Appication pobcy group Dizable Stale Cerdificate Status Checks
Dizahle External Memory
® Memaory Cleaner policy group -
—I e L5 Application policy group Dizshle LISI‘.B Mazs Storage True
| T | ® WILS Application policy group Ef:tsrnal File System Encryption Level Encrypt to User Password and Device Key (nci...
EI@ l ® Erowser policy group D!sable Meia Manager
4 ® SIM Application Toolkit policy aroup = Disable Smart Password Ertry —
i ® TCP policy group Force Smart Card Twa Factor Challenge Response
2 ® PIM Synchronization policy group Secure Wipe i Low Battery
® EBlustooth policy group Secure Wips Delay After IT Policy Received
__é ® YaoIP policy group : Secure Wine Delay After Lock =
i ¢ ® Smark Dialing policy group :
4 ® VPN poliey group \Security policy group |
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Microsoft Exchange ActiveSy#ic

Exchange Management Console

L
]gl New Exchange ActiveSync Mailbox Policy

New Exchange New Exchange ActiveSync Mailbox Policy I™ Require alphanumeric password
ActiveSync Mailbox ... This wizard will help you create a new Exchange ActiveSync mailbox policy.

Contoso ActiveSync Policy Properties

General Password | Sync Settingsl Devicel .ﬁ.dvancedl

v Bequire password

Fdirirnm number of comples characters:

!

[l Completion Mailbox policy name:
fi

[ Allow non-provisionable devices

Enable passward recowvery

{Require encryption on the deyice:

[V Allow attachments to be downloaded to device Require encryption on the storage card

< <<

Allows zimple pazsword

Password

<

[~ Require password Murnber of failed atternpts allowed:

Require alphanumeric password

<

Minimumn pagzwiord length:
Enable password recovery

<

Time without uzer input before pazzword must be al

Require encryption on the device re-entered [in minutes)

<1 B =

Allow simple password
v Pazzword expiration [days); 90

<

inimurm password length:
Enforce pazsword hishory:

J

<

Time without user input before password must be re-entered [in
minutes):

-

Password expiration [days]:

Enforce password histary

Help I < Back I New | k. I Cancel | Apply | Help |
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Microsoft Mobile Device Managey

i Group Policy Object Editor

File  Action Wiew Help

=10l:

= BneR 2

_‘:-j' Default Mobile Device Palicy [SMBEXOL . rwtrad:

EI@ Computer Configuration

-1 Software Settings

22 windows Settings

=27 Administrative Templates
[:l Wwindows Components
B[22 Windows Mabile Settings

[Z Password Palicies

(2 Platform Lockdown

(L3 Security Policies

I:l Swskem

[ Metwark

I'_—'Iﬁ User Configuration

; -] Software Settings

¥l Windows Settings

EII:l Adrinistrative Templates
[:l Wwindows Components
EI[:l ‘windows Mobile Settings

a ActivesSync

[Z Messaging SMIME policies

----- [Z3) start Menu and Taskbar

-7 Deskiop

-_7] Contral Panel

----- (2] shared Folders

(23] Metwiark

EEI---|:| System

2l

Limit attachment size

Display Properties

Descripkion:

Specifies [state the hehaviar this setting
specifies ].

Wou can use this setting to [description].
If the status is sek to Enabled, [such and
50 OCCUFS).

If the status is sek to Disabled, [such and
50 OCCUFS],

If the status is sek bo Mat Configured,
[such and 5o occurs].

Moke: [state any interactions with or
dependencies on other settings here],

Setking I

State

[_JPeak and Off-peak Settings

@ Configure message Format (HTML or Plain Texk)
@ Ernail age filker

@ Ermail body truncation {Plain text)

@ Ermail body truncation HTML mail)

ﬁ Calendar age filker
Limit attachrment size
@ Allow scheduled synchronization when roaming
@ Disallow syncing with a desktop partnership

Mok configured
Mok configured
Mok configured
Mak confiqured
Mak configured
Mok configured
Mok configured
Mak confiqured

Extended A Standard /

MRW1 1 8/24/2010



2010

rategic
nity

IPhone Configuration Ut

File Edit View Window iPhone ion Utilif

J Q-
LIBRARY Identifier Created

ﬂ Devices Profile Name 7/15/2010 1:30:32 PM

Applications TBHR TEHRiPhoneCanfig £/25/2009 2:48:54 PN

[] Provisioning Profiles

Created
7/15{2010 1:30:32 PM

m g:n:;‘rly Passcode

¥ Require passcode on device

MRW1 1 8/24/2010

Enforce the use of a passcode before using the device TEHRPhenaCenfig 6/25/2009 2:48:54 PM
(¥ Allow simple value
Permit the use of repeating, ascending, and descending character sequences
’ [ Require alphanumeric value -
= ;";J:Bd Configured Requira passcodes to contain af least one lettar
5 . =
Restrictions =
. VPN Minimum passcode length
Not Configured Smallest number of passcods characters allowed +oc Functionality
. Email Minimum number of complex characters Enable usz of device features
! 1 Payload Configured Smallest number of non-alphanumeric characters allowed ) Allow installing apps
N Maximum passcode age (1-730 days, or none) ¥ Allow use of camera
.~ Exchange ActiveSync .
€3] 1 perioat Corfizured Days afer which passcods must be changad ¥ Allow FaceTime

LDAP
Not Configured

calDav
Not Configured

Subscribed Calendars
Not Configured

CardDAV

" | Not Configured

Web Clips
Not Configured

Credentials
Not Configured

SCEP
Not Configured

Mobile Device Management
1 Payload Configured

Advanced
1 Payload Configured

. iiﬂﬂm

Auto-Lock (1-5 minutes, or none)
Device automatically locks when time period clapses

Passcode history (1-50 passcodes, or none)

The number of unique passcodes required before reuse
Grace period for device lock

Amounk of time device can be locked without prompting for
passcode on unlack

Maximum number of failed attem
Number of passcode entry attempts allowed before all data on
device wil be erased

B 1 Payload Configured

(¥ Allow screen capture

¥ Allow automatic sync while roaming
¥ Allow voice dialing

¥ Allow In App Purchase

[_] Force encrypted backups
Applications

Enable access to applications on the device
¥ Allow use of YouTube

¥ Allow use of iTunes Music Store

[ Allow use of Safari

[ Enable autofill

[_] Force fraud warning
¥ Enable JavaScript
[# Enable plugins

|| Block pop-ups

Accept cookies
Controls when Safari accepts cookies

¥ Allow explicit music & podcasts
Ratings region

Sets the region for the ratings

United States *

Allowed content ratings
Sets the maximum allowed ratings

ovies: | pllow All Movies 3

TV Shows:

Allow All TV Shows 3

Aows: Sl A7
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[ Good Mobile Control

| Home &3 | Handhelds O [ policies X[ severs O roles @ | settings 2| Welcome goodadmingme | Help | Sian Out
Filters =
Show Al Handhelds Search Handhelds | Enter name, email, or phone number Search | |Glear
& Filter by Policy Set Y
™ Default Add Handhelds | [72 2| B | «First <Prev 1-250f 26 Next »Last»
™ Defavit iPhone Management » ~ B
[~ name « Email Phone #  Platform Device Model Policy Set GMM Client Version
™ @M 5.0 Client
I shone TEST- [T AlDenapoli adenapoli@tbhr{aw.com iPhone (Activesync) TBHR Phone Management /A -
I~ T8HR Android (App) [T ChristopherB. Hunt  chhunt@tbhr4aw.com 9733373794 Android ADRE300 Test Group 1.4.3.25 -
™ TBHR iPhone (App) T | Edward D. Tarlow etarlow@tbhrJaw.com 6173045613 Symbian (Nokia) E71x TBHR Nokia 5.1.1.42
; IO I Emily C. Shanshan eshanshan@tbhr-aw.com 6173045710 Symbian (Nokia) E7ix TBHR Nokia 51131 -
TEHR Nokia
I TorR wve [Tl GeoffrevE. Norman  GNorman@tbhr-aw.com iPhone (ActiveSync)
I Test Group [T GreaD. Peterson GPeterson@tbhrdaw.com iPhons iPhone 365
[T Jeffrevp. Hart jhart@tbhraw. com iPhone iPhone 365 1
& Filter by Server A 7 | senifer it Hierio | scvtelo@totr aw.com | | Home ¢ | Handnelds (] | policies [2 | servers (O] Roles i [ settings 2| Welcome goodadmingme | Help |
I ras [T JohnD. Finnegan sfinnegan @tbhr-aw. com iPhone Frone3es 1] Policy Sets » Default
& river by o o * | [T | JohnD. Stuehing jstuebing@tbhr-aw.com iPhone (ActiveSync) T ey Platform Support ﬂ ﬂ & el ¢
[T JohnR. Blake, Jr. blake @tbhr{aw.com iPhone iPhone 365 T
™ Paim 05 L e S
™ Windows Mobile Pocket PC [T Karen L. Mckenna kmckenna@tbhr4zw.com 7818206447  Windows Mobile PocketPC - Omnia b L
Handheld Authentication Type
™ windows Mobile Smartphone ™ KeryT.Rvan kryan@tbhraw.com 6173045712 Symbian (Nokda) E71x i ) o
™ symbian (Mokiz) - General Policies e
Mark Adneta MAgneta@tbhrdaw.com 6173045328 Symbian (Nokia) E71x T &
™ Packet PC Phone Edition 2003 X [ Handheld Authentication Password-protected lock screen
[ e [T MarkS. Furman mfurman@tohrfaw.com | 6172811819 Symbian (Nokia) E7ix b
indaws Mobile Smartphane -
 —— [ Michae 1. Rodin WRadin@ibhr-aw. com Phone Phone36s | 7{ | &l Messaging Password Authentication
CrmfErs) I Mchael W, Domrige | Moomick@bhed . ehone 365 1 | ] Network Communication Password Authentication is enabled. « Hide
:: Android Hichas . tomnice omirick @bhr-u.com fFrons fFrons 9 I Expire password after 1 day hd ™ Require both letters and numbers
= Tk K. v . . ; Provisionin 5
iPhone [T | Patrick K. Minnihan pminnhan@tbhrfaw.com | 7818017252  Symbian (Nokia) E7ix 4 &8 ] (W3 e e s E W i e (e
O | pery Ganz pganz@tbhr-sw.com Fhone Fhone 365 T4 | K] Storage Cards ¥ Require minimum length of 4 - [ Require at least one special character
I peter Jomnzon pichnson@tohr-faw.com Phone Phone 365 4 ¥ Disallow repeated characters after 2> [¥ Do not allow sequential numbers
[T RichardP. Breed, I rbreed@tbhraw.com iPhone Prone 365 T | Application Policies I™ Do not allow personal information @
I | Robert ). Galaris rgalanis @tbhrzw.com #Fhone Phone 365 T | [ Blocked Applcations ™ Do not allow more than one password change per day
[T Robert]. Kerwin RKerwin@tbhrdaw.com 6175305147  Symbian (Nokia) E7ix b
] compliance Manager Lock Sc Protecti
7 | Stephen Kutenplon SKutenplon@tbhraw.com iPhone (ActiveSync) i ock Screen Protection i
« ] Data Encryption Lock Screen Protection is enabled. « Hide
@ 2008 Good Technology, Inc. All Rights Reserved. [ Software Deployment Require password when idle for more than | 30 minutes =
I For iPhone, always require password on application startup (most secure)
Plugin Policies I after | 10 | invalid password attempts: &

& Lock out user &
" Wipe handheld data
¥ show notifications on lock screen 2
¥ Allow access to Good Contacts (numbers only) for daling &

] Good Mobile Access

[ iPhone Configuration

Policy Template: |Nn Template (Custom Sett\ngs)j

M RW 1 T 8/24/20 10 © 2005 Good Technalogy, Inc. All Rights Reserved,
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@ 8%

ﬁm " Ahmed Datoo (adatoo) . Duoe Baker (dbaker) 3 Jay Guasch (iguasch) W "Dane Wik (cwnllis) w
Aggregate Service Status

() Diagnose & Resolve

e — =07 q . = .
s+ Zenpnse Dashboard Messages Sent = 92, 943 0 Messages Received = 3456 @

Messages Latency = 03 CL

ser
SearchforUsers -
|dana s
Advanced Search Options 2
First Name ' o
I RS e . g |00 T T T
Last Name
[
EMail
| VIP Group Statistics VIP Group Users
Usemame : Service J
| Service Availability: @ Good M BES Exchange Carries Availability
Do b S — @ Good Ahmed Datoo FRE-BES @ FREEXMB1  EJ Cingular @ Good @ |Gg
L — Paiieg MeskaGR 8 s Dikie Baker FRE-BES @ FREEXMB1 £ | Cingular @ Good @ Gd
evice A
| 5 Email Inactivity: @ Good Jay Guasch FRE-BES @ FReexMB1 £ Cingular @ Good @ G4
e Dana Wilis FRE-BES @ FREEXMB1  EJ T-Mobie @ Good @ G4
«| | »
« Performance Chars

Collectors On

{i 2dev.zenprise.com
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BES Mail Carriers Box'ﬂ E):tlal-aﬂgz_?tgl: SR;EA;“:E
QU

Swrs

BlackBerry Enterprise Servers Users in critical % # uTzcé?:l
Al 1 43 43k
S5 users 439 users 7users 0 0 55
Agent lifecycle Up Up Up
SRP status Up Up Up
Sl LS g & = Mail Servers with hung threads
Users with errors 8% 1% 14 % -
Users pending g 169 2G5 Mail Server % of All Hung Threads  Actual S
Hung threads 0 0 0 0 0
Cutbound volume - . - 18 mpm - N - 57 mpm [ S 1 mpm 0 0
Inbound volume I N 1mpm e e —— 2mpm 0mpm 0 0
Delivery speed b e . Ss ,' I | W § 7s . I 6s 0 0
Mes=sages rescanned 0gn 0ga 0ga g g
3 hrs 0 0
488 users 488 users B users o] o]
Agent lifecycle Up Up Up 0 0
SRP status Up Up Up 0 0
Error count 0] 0] 0] - o o
Users with errors 2% 1% 0% o S 100
Uzers pending : 17 %% 169 0%
Hung threads 1. g o i g Carriers with users pending [/ Tatal; =Pending)
Cutbound volume - &0 mpm - o SBmpm —— 2mpm - Usere
In[;becitllc:,.l.;zlu:;z o T T T M P . ; Enpm m ._ ¥ l:inpm Carriar Pending vs Total Dendin_ger_TctaI
Messages reécained 0% 0% Clngullar - — —
T-Mobile |— 154 927
ATET | 120 893
14 users 489 users 487 users Verizon Wirelegg — — 179 773
Agent lifecycle Up Up Up Orange - 28 i05
SRP status Up Up Up MNEXTEL ¥ 15 74
Error count 0] 0] o AR PERSONAL 3 45
Users with errors 0% 1 %% 1 %% Sprint PCS | 6 38
Users pending 295 15 % 13 % 6 32
Hung threads 0 / 0 ) 0 3 19
Cutbound volume B — 3mpm - 64 mpm N o ! 83 mpm o 453 e
Inbound volume P 0Ompm S e 3mpm ——— e —— 4 mpm
Delivery =peed | W —r o 118s O L NN ol V.o N - 21s s . S ~  dBs
Mesz=sages rescanned 0% 1% 0%
388 users 156 users 316 users
Agent lifecycle Up Up Up
SRP status Up Up Up
Error count 0 0 0
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Questions? Ao
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Thank You! oy 9'e

A Kris Snyder, President and CEO
Vox Mobile

A Brian Donato, IT Director
Vorys, Sater, Seymour and Pease LLP

A Christopher Hunt, IT Director
Tarlow, Breed, Hart & Rodgers, P.C.
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