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About this | ab

This Laboratory session is designed to familigrimewith Windows 8 and Office 2013

We will takeyouthroughtypical administrative tasks ofianaging Windows 8ettings,
customizing the Start Screen, and reviewing new features. We will also manage some of the
new features of Office 2013 and related components.

This laboratory is targeted for the desktop administrator, and assumes that the participant has
generalexperience withdesktop operating system#ctive Directory, and Group Policy
technologies. While relevant experience is helpful, it is not required to complete the lab
exercises.
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About the Laboratory Environment

You will be working in teams of two,afing a workstation between members. The workstation
has been configured with Windows 2008 R2 Hyyen order to house the virtual computers
required for this lab.

We have configured two virtual machines as follows:

1 HAND=aDC A Window012Server Microsoft Exchange 20123ctive Directoryand
DNSinstalled.

1 HANDE/aaWIN8 A Windows &4 Bit client joined tothe Active Directory domain.Office
2013 Professional Plus is installed.

Both virtual machines have been setup in th& A2013ocaldomain and exist on the same
network.

Notes:

1 You should use thadministrator account for the laboratory tasks, except where noted. Its
password ipassword

1 Two typical users have also been setufauserl and iltauser2 Their passwords are
password.

1 DO NOT USE THE GAREDEL KEY SEQUENCE, AS IT WILL DISRUPT YOUR VIRTUAL
SERVER SESSIOfMuU should use the TRIALTFENDKey sequence insteadYou may also

use the CTREALT-DEL buttor #  in the Hype#V session console as well.
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Lab Wi:ndowisNa&8vigating the User | ni

One of the most notablehangego Windows 8 is the introduction dfie StartScreerasa
replacement to the familiar Start Button & Menu. The Start Screen embraces a new Modern
User Interfacérom which Windows 8 Applicains are executedVhile the modern Ul has been
developed an@ptimized for touchtraditional keyboard & moussupport is includedsawell.

Windowe Q1 FNHANCFMFNT:

In this lab we will wlk throughfollowing new Ulfeatures available on Windows 8.

Start Screen

Live Tiés

Program Groups
Hot Cornerg Edge Ul

== =4 = =2

Exercise 1. Review new Start Screen
In this exercise, we will access Btart Screemandreview the many features that are included
in the newModernUl.

1) Windows 8 features a lock screen that suppantsifications that can give you up to date
information on the system. By default, we can see the current date and time, as well as the network
interface status. Taoly intothe workstation

1 KeyboardTypeCitrl + Alt + End

1 Mouse:Clickthe background, holdand Dragupwards orthe opening screen to accedwe
logonPrompt

2) At the logon screen, make sure the Administrator account is chdsgre inpassword but do not
click Enter yet. You will notice that there is an icon the looks like an eye next to your password. This
is a new feature on Wi ndo wglickiandchaldhe ieod, you Rihsees wor d F
the password in clear text. Thian often be helpful in troubleshooting users logging into the
system. This feature can also be disabled via Group Policy in environments where demands on
security are higher.

NOTEWindows 8 has provided additional signoptions allowing you to autherdate via
SmartcardsBiometric readers, Picture Passwords artigit PINS.

3) TypeEnteror click the purple arrow to initiate login.
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4) You should now be presented with the Windows 8 start screen. You should notice that this
interface looks dramatically thathe start menu of previous windows operating systems. Some of
the major changes include:

9 Live Tiles- Customizable tiles that can dynamically update content depending on the
features of the underlying application.

1 Program Groups-You can group and cagize tiles to offer a personalized view of the
interface

9 Hot Corners-You carquicklyaccess common functions by moving the mouse to the four
corners of the desktogpo reveal the left and right Edge UL.

0 Right Edge Ut Charms Bar By moving the mouse to the lower right or upper right
corners, you can access the charms bar. This context sensitive menu provides quick
access ta@ertain system features including; Search, Sharing, Start, Devices &
Settings.

0 Left Edge U Running Progams— By moving the mouse to the lower left or upper
right corners and then dragging the mouse upward or downward you can bring up
thumbnails images of running progranfslOTE: you will not have this option until
you have a running program later in the Jab

TID

Exercise 2: Working with Live Tiles and Program Groups

Windows 8 live tiles are interactiagplicationsthat may offerlive updatedo modern style
applications. They can provide instantaneous information to dyndatecsuch as news,
weather, or firm intranet updates. In this exercise, we will customize and navigate through
some of the live tile features.

1) By default, Microsoft didays a number of new Windows 8 style applications that demonstrate
some of the capabilities of live tiles. For example:

1 TheFinanceapplicationwill cycle through the days stock numbers

1 TheBingnewsapplicatonwi | | cycl e through the day’s news

1 TheTravd applicationwill cycle through pictures gilaces you would rather be.

For now, we will focus on the Sports application.
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2) Right Cliclon the Sports applicatioflook for the trophy icon), and note that a settings dialog will
appearfrom the bottom of the screenAdjust the Tile Size by clicking tBmallerbutton.

3) You can turn off the live tile updates Byght Clickinghe Sports application, and choosing tharn
Live Tile Ofbutton. You will now notice that the live tile grahwill turn into a trophy, and no
longer update.

4) You can also chge the order of the live tiled.eft Click and holdhe sports application, and drag it
to the top of the columnYou should see the other icons adjust around the application.

5) The Start Scen isorganized in Program ®Bups, which are simply collections of tiles. The Start
Screen also expands so that it may be larger than the screen may diMu&ing your mouse
cursor to the bottom of the screen will display a scroll bar that you cantdrétge left or right. You
can also use the right and left arrow keys to move accordingly as well.

6) You can drag icons away and create custom Program Groups @tatieScreenClick and hold the
Finance Icorin the Start Screen andrag to empty part ofScreen Notice that it starts a new
column and the previous location rearranges the icons accordiRglgasehe Iconand a new
Program Groupwill be created

7) Drag SportsiearFinance The icons should cluster togethelowdrag Photosover near the new

grouping with Sports and Finance. You’' ve now

Screen. We can also set a new name for the group as well.

8) To name the groumpress and hold the Control Kefgllowed bytyping and releasing théMlinus
key (or click the minus sign in the bottom right corner of the Start Screémr view will now zoom
out to a 10,000 ftview with all of the Start Screen icons appearing much smaller, but the entire
Start Screen in view.

\AinAdAwie Q1 ENLHANCENENIT:

9) Right clickon the newprogramgroupy ou’ ve cr e at e dpranptdnthe lower lefti | |
portion of your screen. It wifrompt to Name Group Set a namef ILTA 201&nd click, or type
Enter, on theOK button to confirm the change

10) Type theWindows Key orclick on any open spacen the Start Screerand you will be dropped
back to the normal view.

11) Using youmouse on the bottom scroll baror using youarrow keys to go rightif younavigate to
your new program groupyou willsee the groujng with the name set on topof the Program
Group.

\AlinAAwie Q1 ENILMANCERNENIT-
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Exercise 3: Windows 8 Charms and Searching

Windows 8 Charms allow you quick access to common actions and features around the OS. The
Charms Bar is context aware, meaning that accessilsicions change based on the

application you are running.

In the following exercise, we wilemonstrate thigeature by switching from the Default Search
Context of local Files, Applications, and Settings and switch to Internet Explorer. When you
switch to Inernet Explorer, it will execute the search in Bing and return results in Bing Search
format.

1) Charms Ba+ To work with the Charms Bar, you can either hold the Windows Key + C or move the
mouse cursor to the upper or lower right hand corners of the scréap.Charms Bar will then
appear from the right hand side of the screen, and will overlay any running Applications or
Programs. You will have access to the following:

1 Search-Search files, applicationsettings,even the Internet

1 Share-Share to your Social Media connections, if allowed access on your Intranet

9 Start—Alternate access to the Start Screen from any Application or Program

M DevicessDi spl ay connected devices | ike printers,

1 Settings— Access the Contrétanel, Personalization, PC Info, Notifications or even to shut
down or restart the machine

2) Windows Searchk-This function has been enhanced to work in many contexts. UndeB¢laech
Bar, you have different classes that you can search. Clicking one anljjelthe context of the
search which will we now review.

You can search Apps, Settings, and Files by default. You can also change the context to Internet
Explorer, or other Windows 8 Applications that utilize Search functionality. Netflix, for example, no
included in the lab, provides a search function to search TV Shows using the Search Charm feature
from Windows 8.

\WWindowe 1 FNHANCFENMENT®

a. Access the Charms Bar either with your mouse or keyboargeledt the Search option.

b. TypePowerwith the Search Context set #pps;youwill see results foPowerPointas well
asPowerShelbased onthex t 2 ¢ Keywbrd

c. Selectinternet Explorerin the listbelow Apps, Settingsand Files You have now changed
the context of the search from Applications to the Internet
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d. You will then beresented search results from Biran thekeywordPowerto the left hand
side of the Screeim the Windows 8 Application version of Internet Explorer 10.

e. Change the context over t8ettings and you will now seeptions to manage Power
Managementfeaturesfrom the Control Panel

3) Windows Settings- Easily access various settings in the Control Panel such as Installed Programs,
Keyboard and Mouse Settings, even Shut Down and Restart yolr € following, we will work
with available settings fahe Start Screen.

a. Access thétart Screerwith your method of choice anthen open the Charms Bawith the
Start Screerstill in view.ClickSettings icorin the Charms Bar

b. You will notice the following icons on the lower left portion of the Settings Bar
1 Tiles Menu Options (Upper Right)Manage tile settings for the Start Screen

1 Network Connection NaméLower Right); If connected to LAN, it will show your
current connection and what it is named. If it wer®\é&Ficonnection, you would go
here to view &ailable Access Points to connect.

1 Volume ControlLower Right; Shows currenaudiovolume level
9 Brightness(Lower Right), Control screen brightnegéwvailable on Laptops Only)
1 Notifications (Lower Right)x; Hide notifications for 1, 4, or 8 hours

1 Power(Lower Right), Sleep,Shut Down, RestartUpdate and Restadnly if updates
are available for install)

1 Change PC Settingsower Right)}- Configure Background images, Devices, Search
Applications, etc.

c. Select theTiles menu optiorthat appears on theipper right portion of the Settings Ba
You will have an option to toggle from Yes to No (currently set to No) whether or not you
want the Administrative Tools to be added to the Start Screen as a Program Gimlthe
slider barto change the settingThe clickwill thenchangethe optionto Yes

d. Navigate backo the Start Screerby typing theEscape Kegnd thenscroll over to thefar
right portion of yourStart ScreenYou will see a new Program Grouping with your
Administrative ToolsThis could beeally handy for your support staff to have easier access
to common tods to help troubleshoot issues without digging through Settings or going into
the Control Panel.

4) All ApplicationsView —Like the Start Menu of previous versions, the Start Screengese\access to
all installed applications and programs that are on the local machine. This is helpful in accessing an
application that is not pinned to the initial Start Screen.
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a. Typethe Windows Keyto access thé&tart Screenor access the icons via the Charms Bar.
Right clickanyblank areaon the Start Screerand theAll Appsicon presents in the lower
right hand portion of theStart Screems shown below

Windows 8.1 ENHANCEMENT:

b. By selecting thé\ll Apps icon, you wilhow see all installed applications and programs that
are local to the VM. This is what would historically have been the All Programs Menu in
Windows 7 and the Programs FoldeMWindows XP.

c. Asyou can in the first Start Screen, you can move your mouse cursor to the bottom of the
screen, or use your arrow keys to move left or right through the various application icons.

d. The firstgroupsof icons on the left that are displayedeayour Windows 8 Applications. The
next graups of icons to the right are all classic programs that

Exercise 4: Working With Windows 8 Applications

With this release, Microsofttroducesthe new Windows Runtime (WinRT) environnfent
executingmodernstyle applications that are optimized for the enhanced user interface and
touch screen operationative to Windows 8 The new applications will often support Live Tile
features, context searching, and a better experience when used on tablet platféx Windows
8 app store has also been introduced to facilitate the installation and maintenance of these
applicationsacross multiple devices in the cloud

Along withthe WinRTenvironmenf Windows 8 Professional and Enterprise Editions still support
runningSEA&GAY3 of S 0&0 | LILX AOFGA2Yy&a GKNRAAK GKS
general, applications that run on previous versions of Windows will run in this Desktop interface,
which mimics the look and feel of Windows 7.

In this exercise, weilvtake a closer look at Windows 8 style applications, take a look at
Desktop mode, and see how these platforms work together.

1) By default, Windows 8 includes many new modern style applications, siMbs Mail, People,
Calendar, Sports, and BIN® aldition, hundreds of additional applications can be added and
downloaded from the Windows Store App. Find and launchAfeather application by clicking on
it.

SIDE BAR:
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2) Once the weather application launchedlow the location awareness prompt, andtice that
traditional menu screens and toolbars are not shown, and the application takes full screen by
default. To get to the options and settings of Windows 8 applicati@ight Clickanywhere in the
application to access the context menu.

3) Windows 8 applications have &e designed to work well with multitasking. To see the new
enhancement s, l et’s go back to the start screen,
charms bar, the lower left hot corner, or the Windows key on the keyboard. Launch the Finance
Applty cl i cki ng o nCA I, gh@8 Keyboard.t Typing axpiprasie im thé start screen
will automatically search for the application.

4) The Finance application will now launch, while the Weather application is running in the
background. You carnew active applications by doing the following:

1 Mouse Go to the upper left hand hot corner. The previously used application should
appearas you move the mouseodvnwards, hugging the left hand side, you will see all of
the open applications.

1 Keyboard UseALFTABto cycle through open applications

5) To run Windows 8 applications side by side, go to the upper left hot corner, and bring lgftthe
edge Uby moving the cursor downwards “Grab” an application, and
Whenac ol umn appears, you can “drop” the applicati
the column to resize the applications. Also note that the look and feel of the application may
change, depending on the posiffi ymuofcamhe dol umn
— It takes practiceTry to split your desktop with a Windows 8 app®1S WILL NOT WORK AT THE
CURRENT RESOLUTION IN THE LAB. 1366 x 768 or greater is required.

\AinAdAwie Q1 ENILMANCENENIT:

6) To close an application, click and hold the top middle of the applicatthe cursor will change to a
hand-- drag downwards to the bottom of the screemd release You may also use the popular
ALFF4command to close an application.

7) Legacy applications will launch in Desktop Mode. Go to the Start Screen, and launch Word 2013 by
clicking on it, or typing ilVord 2013 and clicking that application.

\AindAwe Q1 ENILHANCERNENIT:

8) Click the Word Restore button (between the minimize and exit buttons in the upper right hand side)
and notice that the desktop now looks like Windows 7, sans start menu. This mode is actually a
Windows 8 application, but is designed for the Windows 7riatee for those applications that have
been not been optimized for the Windows 8 user interface.

9) Click and hold the top middle of the desktop, and drag it down to close it.
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10)Don’t worry, you haven’'t actual | ytWindows8 dogb he de s
back to Desktop mode, click on Desktop on the Start Screen\Wypeows key + Dor type in
Desktop on the start screen.

Windawe 2 1 ENHANCENENT:

11) To actually close Word, use the typicaiteX button on the upper right hand of the dialog, or click
Alt-F4
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Lab V2izndows 8 Group Policy Manage

Many components of Windows 8 are managed through the use of Group Policy. Several new
policies have been creatsgecifically to managthe new aspects and features of Windows 8.
Additionally, the Group Policy architecture has been enhanced to give the administrator better
options of deploying andontrollingpolicies.

Similar to Windows 7, policies can be created and modified via thg@olicy Managesant
Console. We have installdds in our workstation as part of the Remote Server Administration
Tools for Windows 8. You should be aware that Windows 8 policies should generally be
managed by a Windows 8 or Server 2012 operatingegysin the following lab, we will use
Group Policy toontrol certain Windows 8 features, as well as to customize the user interface.

Exercise 1: Disable Access to a Windows 8 Start Screen App

b2¢g GKIFIG @2dz2Q@8S OF dAK(G dOQE 2y[ ¢f f OZRBSNBYBSEAR Fi
the outbreak of end user yoroductivity.5 SLISY RAYy 3 2y &2 dzNJ NBaALISOGA GBS
may wish to deny complete access to the Windows Store oemtravsingle applicatiofrom

running.

First, we wildisable access to a single Windows 8 application using AppLocker, a feature of
Windows 8 EnterpriseAppLockewas firstintroduced in Windows,as a replacement to
Software Restriction Policigbat allows you to specify which users or groups can extiqular
applications in your organization

1) Before we can enable AppLocker, we need to start the Windows 8 Seggmensiblefor
enforcing policy.
a. From t he St aservicesSmns @’ na nprydted 4 nc h
b. Look for the Application Identity Serviaaght click and select Start.
2) For this example we are going to be using local policy to enforce Applettierest of the
examples in this Lab will use domain policy objects.
a. From the Start Screen type “gpediotr.-msc” and
b. ExpandComputer Configuration > Windows Settings > Security Settings > Application
Control Policies > AppLocker

c. Select “Packaged app Rul es”

3) Once configured, AppLocker by default wild!l bl o
rule specified-for t hi s reason, we first want to “white
environment.

a. Rightcl i ck “Packaged app Rules” and select *C
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b. You will see a rule created that yAtne.ows *“ Al

4) Now that we haveour default rule, we need to create a Deny rule for our offending application,

in this exampl e, |l et’s block Xbox Games.
Click Next

Change the Action to Deny and click Next

Make suretalemmedag@ed app as a reference’”
Place check marks next to the Games app.

Click Create

~® a0 o0

Action View Help

L a1 (=R

Rightc | i ck “ Packaged app Rules” and select

5[ Local Computer Policy Action User Mame Exceptions
4% C_omputer Configuration @Allow Everyone All signed packaged apps
> [ Software Settings ®0eny
a4 || Windows Settings
i || Name Resolution Policy
=] Scripts (Startup,Shutdown)
[ = Deployed Printers
4 i Security Settings
i [ Account Policies
i [ Local Policies
i -] Windows Firewall with Advanced 5
[ Metwork List Manager Policies
> || Public Key Policies
[ || Software Restriction Policies
4 || Application Control Policies
4 ﬁ Applocker
I+ ] Executable Rules
[» Windows Installer Rules
P Ej' Script Rules
B Packaged app Rules
[ ,g IP Security Policies on Local Comp
[ || Advanced Audit Policy Configuratii v

Everyone Microsoft. XboxLIVEGames, version 1.3.0..

>

5) Return to the Start Screen, locate the Games app tile (looks like an Xbox controligype it
into search. Good luck trying &scape from that giant demon monkey now.

Exercise 2: Disable Access to the Windows Store
Nowd KIF G 6SQ@S YIRS Al KIFENRSNI F2NJ SOSNR2YS
F20dza 2y 62N it RI&Z 6SQf fatgrobrastinktdreby (i K S
disabling access to the entire Windows Store all together.
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1) Aindthegr oup policy management console on the Start

can al ways search for it by torytipeiapplgcationnYodwdlr o u p
notice that the application wilaunch inDesktop Mode, as it is not a Windows 8 Application.

2) Navigate to the OU where our Windows 8 workstation livEgspando the Forest: ILTA2013.LOCAL
>Domains>ILTA2013.LOCALLTA2013Norkstationsnode.

3) We have already created two Group Policies for this Right clickon the Windows 8 Desktop
Policyand selecEdit

4) Navigate toComputerConfiguration> Policies SAdministrative Templates > Windows
Components > Store

5) Double clickrurn Off Store Applicatiomo access and edit the policy setting.
6) Set policy tcEnabled

7) ClickOK

8) Now wehave to refresh Group Policy on the machine.

NEW WINDOWS 8 FEATURE One of the new features of Windows 8 / Server 2@iz2nagement
allows you to force a group policy refresh for all computer objeci®U remotelyrom the
console,nstead of waiting for the policy refresh intervallo do this, from the Group Policy
Management Console, right click on th&' A2013 Workstatins OU, and in the context menu that
appears, Seledsroup PolicyUpdate ClickYesto initiate the refresh.

9) Youwill see adialog window with the machine name(gjat the job was sent to, as well as a
grouping based on Success or Failed Statt& PMC being able to connect to the machine and
setting the job.Note that our Hads7awWin8 PC is in the list.

10) If Successfulgive your Win8 VM a few minutés run the task A black window will appear in your
session, which will have a message stating it is processing Computer Policy, then User Policy, and
then finally should close dts own. This is the process that updates your policy.

11) After you see that black box open and finally cl@sess the Start Screen via mouse or keyboard

NOTERemote Group Policy Update relies on a scheduled task running on the machine and can take
up to 10 minutes. If you want to force policy refresh, from Windows + x keys, select Comand Prompt
(Administrator), select Yes to UAC and gupdate /forcefrom the command line.

12) Attempt to access Storevia mouse or keyboard

13) You should thesee a messagstatingthat the access to the Stoteas been blocked and to contact
the System Administrator.

NOTEBIocking access to the Windows Store does not preclude you from installing custom
applications that are developed internally with Visual Studio for Wisd®wpplications, which
will be reviewed at a later time.
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Exercise 3. Control IE Settings

Internet Explorer 10 comes pirgstalled in Windows 8 but as two separate variations. Internet
Explorer refers to the variation of IE optimized for a touch iaterfand which runs without any
Addons, Internet Explorer for the desktop refers to the traditional IE variation you know and
love.

Windows 8.1 ENHANCEMENT

Here we will manage some of the settings associated wgihg the two variationsf IE on
Windows 8 including configuring the variation to use when openingdinétstart screen tile
behavior

[ SGQa T tmedioblents @ith tunning website that requires an Aduh through Internet
9 E LX 2 NB NInadéri/touciRbased do&.

1) Go to the Start Screen
2) Find the Internet Explorer tile and click to launch

3) Inthe URL bar typhttp://www.java.comand c¢l i ck on “Do | have Java?’.
bar, right click in any blank space on the screen.

4) You will receive the following message on the webpage:

;L Verfying your Java version will only work in Deskitop mode on Windows 8. See the Java on
Windows 8 FAQ for more detailed information.

5) Within IE, yow i | | receive a notification -brasthattedquiaet st at €
internet explorer on the desktop.

6) Click “Open” to open the same web page within ||

NOTEThis can also be accomplished for any page by clickingrdretvicon next to the
address bar and selecting “View on Desktop”.

Wemay want tocontrol which variation of IE this tile launches for our users to avoid any
confusion so they can continue to use websites that requireoAddWhile we are in there, we
can also set how links are opened from other apps.

1) Access the Start Screen, and type Group Policy Management. The screen will return the icon for
Group Policy Management Console. With ymouse, click the icon to run.
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2) Expand the following in Group Policy Megement- Forest: ILTA2013.LOCAL > Domains >
ILTA2013.LOCAL > ILTA2013 Workstations > Windows 8 Desktop Policy

3) Right Click on Windows 8 Desktop Policy, and sel
4) When Group Policy Management Editor loads, expand the following:

a) Windows 8 DesktopPolicy > Computer Configuration > Policies > Administrative Templates >
Windows Components > Internet Explorer > Internet Settings

5) Double click orset how links are opened in Internet Explorandset to Enabled

6) In the options section, change the list itemAlways in Internet Explorer on the Desktags
illustrated on the next page. Click OK to set the policy.

- ac t Updat
_| Event Forwarding - -omponent Updates

= . i=| Open Internet Explorer tiles on the desktop

Event Log Service = - -

= - i=| Set how links are opened in Internet Explorer
Event Viewer =

| Family Safety

» || File Explorer

| File History e Set how links are opel

16 Expl
- Haor:neeGrEqurer E‘ Set how links are opened in Internet Explorer

a || Internet Explorer
| Accelerators () Not Configured Comment:

- ] Application Compatid|
| Browser menus (®) Enabled

~| Compatibility View ) Disabled

’ _ Corporate Settings Supported on: | At |east Internet Explo
_| Delete Browsing Histo

> [ ] Internet Control Pane
| Internet Settings .
| Privacy Cpticns: Help

| Security Features

This
Inter

| Internet Information Serv
- Explh

Always in Internet Explorer on the desktop

| Toolbars Default browser launch behavicr for links
. . b
. || Location and Sensors

7) Do the same foOpen Internet Explorer tiles on the desktop.

8) Refresh policy on the machi n&rolpyolicyibdate'torbg | i c ki ng
t

opening an administrative command prompt, and )

9) Now,go back to the start screen and click the Internet Explorertjleu will be launched into IE in
desktop mode, same favhen a URLink is clickedrom an app-- with full access to alhdd-onsthat
are nstalled.

Finally, despitenaking the touch version of IE an Aalatless browser, Microsoftas built in

support for Adobe FlasAlthough flash content is still widely used across the web, it is also a
common vector by which malware manages to infect Windows systems. While you are sitting
around anxiously awaiting for the HTML5 browbased standards revolution to arrive, maybe
you would like to be the one person to disable Flash all together?
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1)

2)

3)

4)

5)

6)

7)

8)

9)

Access the Start Screen, and type Group Policy Management. The screen will return the icon for
Group Policy Management Console. With your mouse, click the icon to run.

Expand the followingni Group Policy ManagemenForest: ILTA2013.LOCAL > Domains >
ILTA2013.LOCAL > ILTA2013 Workstations > Windows 8 Desktop Policy

Right Click on Windows 8 Desktop Policy, and sel

When Group Policy Management Editor loads, expand the followivigdows 8 Desktop Policy >
Computer Configuration > Policies > Administrative Templates > Windows Components > Internet
Explorer > Security Features > Add Management

Double click offurn off Adobe Flash in Internet Explorer and prevent applications frormgs
Internet Explorer technology to instantiate Flash objedishat a mouthful!), and seled&nabled.

Click OK to enforce the setting in Group Policy

Refresh policy on the machine by right <c¢clicking
openingam admini strative command prompt, and type ir

Now, when anynternet pageattempts to access the Flash plugin, with this setting enabled, it will
be completelyblocked from running.

This is what thdlashlessrevolution will look liké
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Lab Wi:ndows 8 Application Managem

Windows 8 Applications are installed, removed, and managed differently than legacy
applications. Most consumers will use the Windows Store to download and install new
applications. Enterprises, on the otleamd, may need to manage new applications without
access to the Windows Store, or without going through the Application certification process.

PowerShell is the primary mechanism for managing Windows 8 applications. These scriptlets
can be executed viadm script, SCCM or other similar management platform.

NOTE:

In the following lab, we will learn how tnstall a customizedVindows 8 Applicatiothat was
specifically developed for this environment. Since this applicatit &vailable in the Store,
S oAftf YySSR (G2 &aaARS ft2FR¢E (GKS AyadalttlraArzy

Exercise 1: Install an d Remove Application son a per user basis
Windows 8 applications can be installed or removed on a per user or per computer basis. A per
user application is essentially installed in the user profile, making it only available for that user.

1) Our custom Windas 8 applicationis ocat ed on a network share on ou
navigate there by going to the Windows Deskt@yirfdows Key + ) and clicking th&ile Explorer
iconfrom the Taskbar

2) Inthe address bar, type MHANDS7AD G Windows8 and clickEnterto navigate to the share.

3) Our Windows 8 application is located in the ILTA2013App foldemstallit, we will need to use a
PowerShell command.aunch Powershell by highlighting (left clicking) the ILTA2d)d8rf and
clickFile =>Open Windows PowerShell => Open Windows PowerShelldmiaistrator. Clickves
to get past the security prompt. This will launch Powershell with the focus on the current directory.
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D Open new window r B‘ Open Windows PowerShell

Open command prompt » % Open Windows PowerShell as administrator

Open Windows Powershell | »

@ Delete history »
>

T

elp ]

Close

4) Type in the following command to load our application:

add-appxpackage\lLTA2013App.appx

The application should now install on for this user.

5) Go to theStart Screerand then typelLTA Whenthe ILTA2013Apgomes upright click the icon
and thenselect Pin toStart Screer{if it is not already)TypeEnter, or click the iconto run thelLTA
2013Sample Applicaton The first i mage that presents is a ¢
as well as a welcome message. The second screen is the main application that is rather simple. It
presents the ILTA 2018go as well as another small message.

6) Go back to the Start Screen, either typing the Windows Key or via the Chairas.in theStart
Screernyou willnotice that the application has a Live Tleolling through thex few messages.

7) Now we will remove the Games application for this us&o do so, go back to your powershell
command, and type in the following:

remove-AppxPackagepackage Microsoft.XboxLIVEGames_1.0.927.0_x64 _8wekyb3d8bbwe

f Hint, we created a specific powershell scripts
command line. To run this script, type.iRemoveGamespslin the Powershell window.
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8) The Games application will now be uninstalled and the shortcut remtreed this user.Feel free
to verify this by going to the start screen.

Exercise 2: Install and Remove an Application s per Machine

If we were to log in as a new user on this machine]ithié&201&pplication will not be

available. In order to sideloah application to all new users logging into a machine, it is
necessary to install the application on gpeachine basis.As new users are logged into the
machine, their respective profiles will also get a shortcut to the ILTA2013 Sample Application
the Start Screen as part of the typical proditeation process Additionally, we will remove

some of the default Microsoft applications to present a more business oriented environment.

1) Go back to your PowerShell session from the last exercise.

2) Inthesession, execute the following lime one line
Add-AppxPovisionedPackageOnline-PackagePath ILTA2013Ap@ppx-Skificense

3) Type theEnterkeyto execute this operation. This operation will require significantly more time to

install than adding an application per uséris step will takea few minutego complete. Feel free
to go to step 4 while you wait for the following screen:

re'\FileSystem: :\ hands7a-dc\Windows84\ILTAZ01 3App> add-appxprovisionedpackage -online -packagep
skiplicense

PS Microsoft.PowerShell.Core\FileSystem: :3\\hands7a-dc\windows84\ILTA201 3App=>

This lire indicates that the application has been added to the machine appropriately.

4) While this is running, we will also some of the default Microsoft applications. To do so, go back to
the file explorer, and navigate to théhands7aDC Windows8 directory. Lanch Powershell by
clickng File => Open Windows PowerShell => Open Windows PowerShell as administr@timk
Yesto get past the security prompt.

5) Type in\RemoveMetroAppsto remove the default Microsoft applications.
6) We are now ready to check out work by logging in as a brand new uegroffof Administrator by

going to the Start Screen, click Administratothe upper right, and chose Sign Out from the drop
down menu that appears.
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Administrator

Change account picture
Lock

Sign out

Switch account

7) Drag the screen up, or doubléak the picture window to access the log in screen. Chose Other User

as shown below

Administrator Other user
ILTA2013\Administrator

8 Enter I LTAUser2 as the user to |l og in a€lck and er
the purple arrow, or type the Enter key to complete the logincess as ILTAUser2our profile will
be generated for the first time, so this process may take a few minutes diémepion the available
hardware.

Other user

ILTAUser2 X

Password

Sign in to: ILTA2013

9) Notice that many of the default Microsoft Applications are no longer installed. The Games
application, $ still there—If you recall, the games application was only removed on auper basis,
so it will still appear for new users logging into the system.

10)Once at the Start Screen, type the phrase “I1LTA”
shows. The new ILTA2013 app will run.

11) This confirms that th@pplicationis installed for All Userson aper-machine basis
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12) Jump back to the Start Screen, Click ILTAUser2 in the upper right portion of the screen, and select
Sign Out from the drop down list.

13)Log in as Administrator with “password” as the
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Lab 4: Wi ndows 8 Tool s

With Windows 8, the spotlight is on the new Start Screen and the User Interface. However,
Microsoft also introduces a refreshed Task Manager that is easier to use for both our end users
and the administrators. Not only does the Task Manager have an uptiaik and feel, it also
shows much more information, such as highlighting the differences between Windows 8
Applications and Classic Programs and how they are executed.

Windows 8 also implements the Ribbon menu in File Explorer which not only makeg exist
features easier to access, they offer more commands that improve accessibility to other features
that were buried in submenus in Windows versions in the past or would need a third party add
on to access. We touched on it earlier in the previous lahgever, we will now dig deeper into

the user interface and other available functions that both already existed and are new to
Windows 8.

Exercise 1. Task Manager
In this exercise, we will review the Task Manager and the updated Ul. We will also lbek at t
new Heat Map format of the Process Details tab as well as run through Resource Manager.

1) Log intoHANDS7aNin8 as Administrator and at the Start Screen, you will want to launch the Mail
App.Do not configure the application when prompted. We just wiankeep the application running
in memory, how it is configured will not have any bearing on the following exercise.

2) Go ahead and laundWord 2013 We will use this as a comparison further down the line in this
exercise. There is no need to create a doconte, as agai n, it won't have a
are looking to perform.

3) Go back to the Start Screandlaunch the Task Managby typingTask Managerand launching
the application.

4) When Task Manager launched, it initially loads in a minimal niwakesimply shows applications
that are running or recently launchell. TaskManager opens in detailed view, you can turn this off
by <c¢l i cki ng THebaowsceenBhottmégit hos match all the applications on your VM,
but still serves the purpse to show how Task Manager looks initially.
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B mail

ﬂﬂ Microsoft Outlook
@ Microsoft Word
</ Paint

&5 Windows PowerShell

@ More details

5) Right click on Mail and select Go to Details in the context menu that pops up. When it does it, you
will see that the process name running the Mail App is WWAHost.exe. This is the Microsoft
JavaScript execution engine that runs Windows 8 Applicationsateabuilt with JavaScript, which is
a web based application framework with lightweight extensibility in mind.

1 Mail, Bing, Bing Finance, etc., are all based on JavaScript under the covers and all use
WWAHost.exe to execute.

6) Right click on Microsoft Wordna select Go to Details in the context menu that appears. When it
does, you will notice the executable is WinWord.exe. Just as any program that is not based on
JavaScript at its core, they are typically executable on their own and are not launched using an
intermediary application.

7) Since we'  ve selected Go to Details, you may have
“More Details” mode. This is where we wil!/| now i
Task Manager from older versionswWwindows.

8) We will now walk through the various tabs in Task Manager.

a) ProcessV/iew Tab-Heat map view of currently running processes that are consuid,
Memory, Disk, and Network. As the resources of each process grow in consumption rate, you
will see darker shading, allowing you to more easily identify processes that may be consuming
more resourceshan normal. This is a vast improvement over the older versions of Task

File Options View
Processes | Performance | App history | Startup | Users | Details | Services
0% 28% 0% 0%
Name Status CPU Memory Disk Network
~
Apps (6)
E Mail 0% 66.1 MB 0MB/s 0 Mbps
b mﬂ Microsoft Outlook 0% 37.1MB 0MB/s 0 Mbps
b @ Microsof ft Word 0% 112.0 MB 0MB/s 0 Mbps
b &f paint 0% 11.8MB 0 MB/s 0 Mbps
b 2 Task Manager 0%  112MB 0 MB/s OMbps v
(R) Fewer details End task
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b) Performance View Gives a quick view of available system hardwarethadesource
utilization for the entire system. You can see the general trend of CPU, Total Physical Memory,
Disk ReadVr i t e, Network wutilization. You’' Il Il also se
and other advanced system statistics.

= X
File Options View

Processes Peﬁurman:e: App history | Startup | Users | Details | Services

R
cPU )
B T 240 GHa CPU  intel(R) Core(TM) i7-3630QM CPU @ 240GHz

% Utilization 100%
Memory
9.0/31.9 GB (28%)
Disk O (E2) _ —~
44%, 60 seconds

Utilization ~ Speed Maximum speed: 240 GHz

E‘ Disk 1 (C) 2% 2.40 GHz Sockets: 1
0% Cores: 4

Processes  Threads Handles | ooical processors: 8

Ethernet 101 1277 38209 virualization: Enabled

Not connected L1 cache: 256 KB
Yptme L2 cache: 10 MB
9:05:45:37

Ethernet L3 cache: 60MB
50 R: 0 Kbps v

@ Fewer details @ Open Resource Monitor

c) App Histay —Heat map view of application performance and consumption over the past
month. Very useful if troubleshooting performance issues for an end user if they are having
difficulties with their machines.

@ x
File Options View
Processes | Performance App history | Startup | Users | Details | Services
Resource usage since 6/22/2013 for current user account.
Delete usage history
Name ‘ CPU time Network | Metered network Tile updates
- ~
H HowstuffWorks 0:00:00 0.1 MB 0MB 0MB
E INRIX Traffic 0:00:00 0MB 0MB 0MB
. Khan Academy 0:00:00 0MB 0MB 0MB
4 Mail, Calendar, People, a... 0:02:55 52.5 MB 0OMB 0.1 MB
E Maps 0:00:08 1.5 MB 0MB 0MB
Music 0:00:00 0MB 0MB 0MB
“ Netflix 0:15:30 2,7940 MB oMB 0MB
2 Neweaa 0:00:00 0MB 0MB 0MB hd
@ Fewer details

d) Startup—Lists processes set to start up automalligén the OS. You can control whether or not
you still want them to start up, by right clicking on the entry and select Disable.
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Eile Options View

Processes | Performance | App histury‘ Startup ‘UserleelailslSewices‘

Last BIOS time: 3.0 seconds
Name Publisher Status Stanupvimpacl
4 wandoujia_helper.exe (3) Disabled High ~
n THXAudio Creative Technology Ltd Enabled High
& Logitech Download Assistant  Logitech, Inc. Enabled High
oF HotKey Enabled High
> @' EPSON Status Monitor 3 (2) SEIKO EPSON CORPORA..  Enabled High
‘ b & BlueStacks Agent (13) BlueStack Systems, Inc. Disabled High ‘
b € Akamai NetSession Client 2) ~ Akamai Technologies, Inc.  Enabled High
4 Adobe Reader and Acrobat .. Adobe Systems Incorpor.. Enabled High
v
@ Fewer details

e) Users—Shows current user, or multiple users if configured, and the amount of resources each
are consuming:

File Options View

Processes | Performance | App history | Stanup‘ Users ‘DetailslServices‘

- 0% 28% 0% 0%
User Status CcPU Memory Disk Network
L | 43) 0% 453.2 MB 0MB/s 0 Mbps

@ Fewer details Disconnect

f) Details—Chssic Details view of running processes and applications

Eile Options View

Pmcessesl Performance | App history | Startup | Users‘ Details |Serv|ces|

Name - PID Status Userna.. CPU Memory.. Command line Q
Darmsvcexe 2076 Running SYSTEM 00 1,068 K “C:\Program Files (x86)\Common Files
|87 BioMonitor.exe 1452 Running Johnny 00 1,404 K "C\Program Files\AuthenTec TrueSuite
¥ cesuchstexe 3804 Running SYSTEM 00 7436 K "C:\Program Files (x86)\Norton Interne
¥ cesuchstexe 6848 Running Johnny 00 4,064 K "C\Program Files (x86)\Norton Interne
[ conhostexe 1456  Running Johnny 00 800 K \?\C:\Windows\system32\conhost.ex¢
[ conhostexe 5488 Running Johnny 00 1,696 K \??\C\Windows\system32\conhost.exe
B esrss.exe 624 Running SYSTEM 00 1,824 K %SystemRoot%\system32\csrss.exe Ot
B esrss.exe 141 Running SYSTEM 00 1,068 K %SystemRoot%\system32\csrss.exe Ot
[Besrss.exe 116.. Running SYSTEM 00 1,080 K %SystemRoot%\system32\csrss.exe Ot
[Wesrss.exe 137.. Running SYSTEM 00 984 K %SystemRoot%\system32\csrss.exe Ot
[W7 csrss.exe 126.. Running SYSTEM 00 1,052 K %SystemRoot%\system32\csrss.exe Ot
[® 7 csrss.exe 140.. Running SYSTEM 00 1,616 K %SystemRootZ\system32\csrss.exe Ot
[®7 dasHost.exe 2192 Running LOCALS.. 00 7176 K dashostexe {d382b1cb-d6b9-4f62-85
|57 dwm.exe 116..  Running DWM-7 00 652 K -hiberboot v
< >
() Fewer details End task

g) Services- Services status for the current machine
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= X
File Options View
Processes | Performance | App history | Startup | Users | Details Services
Name - PID Description Status Group Q
., AdobeARMservice 2076 Adobe Acrobat Update Service Running
., AdobeFlashPlayerUp.. Adobe Flash Player Update Service Stopped
L, AelookupSvc Application Experience Stopped netsvcs
LLALG Application Layer Gateway Service Stopped
L4 AllUserinstallAgent Windows All-User Install Agent Stopped LocalSyste...
L, ApplDSvc Application Identity Stopped LocalServic.
L, Appinfo 1032  Application Information Running netsvcs
& AppMgmt Application Management Stopped netsvcs
<, aspnet_state ASP.NET State Service Stopped
“ AudioEndpointBuilder 1160 Windows Audio Endpoint Builder Running LocalSyste...
L, Audiosry 816 Windows Audio Running LocalServic...
b AxinstSV ActiveX Installer (AxInstSV) Stopped AxInstSVGr...
£, BDESVC BitLocker Drive Encryption Service Stopped netsvcs
4 BFE 1908 Base Filtering Engine Running LocalServic.
L, BITS 1032 Background i Transfer Service Running netsvcs v
@ Fewer details | %% Open Services

Exercise 2: File (Windows) Explorer
With File Explorer, we will evaluate the new ribbon menu implemented and take a look at some
new context menus that are now available easing access to various Windows Features.

1) While in Desktop Mode, click on ti®lder iconin the Task BarWe saw this Wwen working with
loading the Windows 8 Application in the previous Lab. When File Explorer first launches, it will give
you an overview of your profile folders, system and network drives, as well as Home Groups, if any
are defined. For brevity, we will fas on theUl changes with the new ribbon which is also context
aware in that it will change available options when you select different options.

A

|
Coter’ V
P = i1 Uninstall or change a program
2 :] Ej‘ ;\/ h. @ i ge a prog
B4 system properties

Properties Dr n Rename Access Map netwark Add a network Open Control

media - drive ~ location Panel ;& Manage
Location Network System
@ - 4 Computer v ¢ Search Computer »

2) As you can see, mampmmon featuresare now readily available in theomputertab; System
Properties, Acceddledia, map network drive, add a network location. Much easier than previous
version of Windows.

3) New shortcutsavailable orComputertab that were not available in older versions are Control
Panel, System Properties, Program Management, and Manage.

4) TheView tab with ease of access ¥iew Options such as changing up the Navigation pane, Layout
view, sorting, and other display settings that change what is displayed.

Computer  View

E [ preview pane g Extra large icons & Large icons &5 Medium icons dl 0] Group by - tem check boxes

[CE Details pane 5% Small icans £3 List =% Details {l] Add columns File name extensions
Navigation = = ..
e [l = comen T szeall comns ot ] Hioden tems

Panes Layout Current view Show/hide

5) With afolder selected you will notice more management features are available suctopg, @aste,
Cut, and even Copy the current folder path. Other options include easily moving the folder to
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another location, copy the folder to another location, delete, rename, create new folder, as well as

easily access folder properties.

Home

Copy Paste

Share

=] % cut

— [ copy path

clipboard

View

7] Paste shortcut

e 0 X =1 7

Move Copy Delete Rename — New
tor tov - folder

Organize

Ne

J Libraries

& Apps

@ ~ 2 & » Computer » Local Disk (C)
= B
. Favorites O Name
B Desktop $Recycle.Bin
J¢ Downloads | Android
23 Recent places Config.Msi

data

@ Documents and Settings

y

Properties

=Jopen -

Edit

& History

en

v o

FH select all
Select none
oo Invert selection
Select
Search Local Disk (C:)
Date modified

11/5/2012 410 PM
6/8/2013 2:19 AM

T/14/2013 10:42 A..
12/4/2012 10:57 A...
7/26/2012 3:22 AM

P
Type

File folde
File fold
File folde

File folde
File folde

\ | Hyper-V VMs

6/26/2013 9:42 PM

File folde

~

6) When click orthe File Tab, the following options are available. Open new window, when clicked
opens the current path in a new window. Handy when you are looking to copy a file or folder from

one location to another.

Also, a couple other really handy options are Ogammand Prompt or PowerShell prompts. This is
a really nice shortcut when you need to run a script, it will put you in the proper context if you want
to launch a batch file or PowerShell script, without needing to worry about the exact folder path to

change directory.
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Open new window 4
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u Open Windows PowersShell

@ Delete history 4
Q- »
-

Close
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7) When you have a hard drieelected, the Manage tab highlights with Drive Tools as the mode. Here,
you have access to enable Bit Locker, which is a form of disk encryption. You can also quickly
optimize the drive (Defragment), Disk Cleanup,

If youselected a CD Drive, you would also have AutoPlay, Eject; and \iD¥ Cirriteable drive,
Finish Burning and Erase this disc.

Drive Tools

Home Share WView Manage

R w28 mi

= £ Finish burning
BitLocker Optimize Cleanup Format — AutoPlay o
- % Erase this disc

Protect Manage Media

8024575v.1
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Lab 5: Working With Office 2013

While Office 2013 is receiving the most attention for its increased presence in the-cloud
allowing synchronization of Office application settings and documents between devices using
SkyDrive and your Microsoft accouit still has its feet firmly planted on the desktop. Once
you get over the decision of whether or not to lease (Officgé 86t buy (Office 2013), you will
find that Microsoft has made plenty of improvements to its fully boxed, productivity baby.

The interface is the cleanest yet, integrating nicely into the Windows 8 modern Ul by using a
GFE L G0GSYSRE O ShHafakakgeps2tie applikation MBkingahd/feeling somewhat
like previous versions. New features include a touch friendly read mode in Microsoft Word,
color coded start screens, support for the latest Strict Open Office XML file format, the ability to
edit a PDF directly as well as new options in group policy for managing Office and a new VL
activation model that uses Active Directory instead of KMS or MAK.

Exercise 1: Office 2013 Start Screen

When you first open one of the Office Products, you are gildstéhe new Office start screen,
containinga list of documents that you created on the left, and a series of templates on the
right. This enhances accessibility to the diffetentplates by making them easily selectable.

652y Qi 3IASG I (dishbing ®iRhtwo) g Af f 0 S

1) AtStart Screenype Word
2) WhenWord initially opens note thefollowing in the new Office Start Screen
1 On theleft hand sideof the screen, you will see a list of ydrecent Documents

1 On theright hand sideof the screenyou wil see the out of the botemplates provided for
Word 2013

1 Tucked awaypelow Recent Documentss the option toOpen Other Documentthat reveals the
new streamlined browsing interface which keeps track of your recently used folders.

3) Create anew document ly selecting the blank document template from the right hand side of the
start screen.

4) Try to type something nice about your current lab partner and clickitlegab which will take you
into the backstage view that was introduced in Office 2010.

5) Apologizeo your lab partner for whatever you wrote and remind yourself that you need to finish
your book, “How to Give a Compliment” on the
Documents folder.
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6) Now Go toFile > Infoand explore the options available inding file properties, Compatibility Mode
to convert older files up to the new Strict OOXML format, Protect Document & Check Compatibility
function.

[ SGQa y2¢ RAalofS GKS aidlF NI aONBSy a2 dzaSNa O
7) Access the Start Screen, agge Group Policy Management. The screen will return the icon for
Group Policy Management Console. With your mouse, click the icon to run.
8) Expand the following in Group Policy Managemdrorest: ILTA2013.LOCAL > Domains >
ILTA2013.LOCAL > ILTA2013 Watians > Windows 8 Desktop Policy
9) Right Click olwvindows 8 Desktop Poligy and sel ect Edit ..
10) When Group Policy Management tediloads, expandJser Configuration > Administrative
Templates > Microsoft Office 2013 > Miscellaneous
11) Double click omisable theOffice Start screen for all Office Applicatioasd set toEnabled
12) Refresh Policy
13) Word (and other apps) should now launch straight to the editor.
Exercise 2: Modifying PDF files in Word 2013
With Word 2013, edit support for the PDF file format has beeorporated so you can now
convert a PDF into a Word document and edit the content.
1) Open the Start Screen and bring up Search.
2) Select “Files” as the context, enter *“.pdf” and
3) You should find th&lewOffice_Datasheet.pdfile
4) Rightclickthel o cument and select “Open File Location” a
Word, not the default Microsoft PDF Reader app.
5 Right click the file, select Open With.., and t he

6) Word will open the file in Protected Wie which we will need to then click enable editing.

FILE TOOLS VIEW MewOffice_Datasheet.pdf (Protected View) - Word H - [ X

0 PROTECTED VIEW Be careful—files from the Internet can contain viruses, Unless you need to edit, it's safer to stay in Protected View. Enable Editing x

7) You will then be presented with the following prompt notifying you that Word will begin converting
the file over to an editable Word Document. Click OK to accept the prompt and continue
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‘Word will now convert your PDF to an editable Word document. This may take a while, The resulting Word document will be optimized to allow you to edit the
text, so it might not look exactly like the original PDF, especially if the original file contained lots of graphics.

|:| Don't show this message again

8) As you can seghe document still retains its PDF format, but is now opened in Word 2013. Change

the text “Introducing Office 2013” to “lIntroduci
9) Addedi ted” to the end of the fil e nastheSavwAskeep t
Type format. Make sure “Open file after publ i shi
I T W{L >
File name: | v
Save as type: | PDF (*.pdf) w
Authors: Mirror-Doc Tags: Add atag

Optimize for: (@) Starjdard (puk_:lis_hing Options...
online and printing)
O Minimum size [] Open file after publishing

(publishing cnline)

“ Hide Folders Tools - Cancel

10) Click Save. Word will now capture the changes made to the file, convert to a PDF and pop open the
new file in the Win 8 reader program.

N.B.The converted document might nbve a perfect pagé-page correspondence with the
original. For example, lines and pages may break at different locations.

Exercise 3: Introducing Sync Slider and Fast Access in Outlook 2013

Outlook 2013 has introduced two new features to help cotiwisize of OST files in cached
exchange mode combined with all the instant access of Online mode. In previous versions,
Outlook cached all eMail to the local OST file even though recent eMails were the most
frequently accessedwith Sync Slider, you cial the relative age of eMails that will be

retained in the offline cache. Exhchange Fast Access compliments this new feature by providing
instant access to new eMails when launching Outlook (and as it is synchronizing the offline
cache), significantlyeducing the amount of wait time for your mailbox to get caught up.

We willget introduced to this settinjy takinga look at managing this settinganually, and
then configuring policy to manage all cached mailbaxes.

To manually configure the Outlook Sy8lider:
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1) At the Start Screentype Outlookand launch-you will be flipped into Desktop mode.
2) Walk through the following prompts to configure the Outlook Mailbox

3) Go to File > Info

Account Information

Open & Export

(/1 Administrator@ilta2013.local
Feren i U) Microsoft Exchange

4= Add Account
Save Attachments

I—I_T| Account and Social Network Settings
ads

L Change settings for this account or set up more
Account connections,
Settings ~ Access this account on the web.

Office Account https://hands7a-dc.ilta2013.local/owa/

Connect to social networks,
Options

L .

4) Select Account Settings button > Account Settings submenu option
5) With the Mailbox selected, click Change
6) You will see the slider below; you would drag to the left or right to set the timeframe

7) You can select 1, 3, 6, 12, 24 months, All mail to be available offimelemonstration purposes
select 1 month.
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Server Settings

Enter the Microsoft Exchange Server settings for your account.

Server Settings

User Mame:

Offline Settings

Use Cached Exchange Mode

Mail to keep offline:

Server: f0B3-6078-4347.000f-c400040506d @ilta2013.local

|ﬁdministrator@il‘t32{!1 3.local

| Check Mame

1 maonth

Maore Settings ...

8) Click Finish ahyou will be prompted to restart Outlook

< Back

9) Launch Outlook and notice that there are no messages displayed (as there are no eMails in the

Administrator’s mail box from the | ast month).
HOME = SEND/RECEVE  FOLDER  VIEW
|?| l'l;|EI"1UI"’: x ( - Move to: 7 |—‘-i. To Manager 7
El @) % ? ? [Fa Meeting -
“HE% x Clean Up ~ € = EJ Team Email v Dane
ENme;:rl |t:|r::. a@Junk' Delete  Reply R:;ihlly Farward E-@h'lorr: =] Reply & Delete ¥ Create New F Maove
Mew Delete Respond Quick Steps Pl
4 Favorites |Search Current Mailbox [Ctrl+E) 2 |v|
Inbox All Unread By Date =  Mewest
Sent tems There are more items in this folder on the server
Deleted ltems Click here to view more on Microsoft Exchange
4 Administrator@ilta2013.local
Inbox
Drafts
10)Noti ce the option to “Click hechewillgrabmessegeg mor e or
ol der than your sync sl ider -daette sf rsoem tphoe isceyr vier
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N.B.You may need to initiate a search before you can retrieve additional messages.

b2g tSGQa Of 2aS hdzift 2 feiver togeRsyr© 8ligef setiingsNdSond_J2 £ A O &
month..note this setting will only affect new profiles.

11) Access the Start Screen, and type Group Policy Management. The screen will return the icon for
Group Policy Management Console. With your mouse, clickctireto run.

12) Expand the following in Group Policy Managemsdforest: ILTA2013.LOCAL > Domains >
ILTA2013.LOCAL > ILTA2013 Workstati@ifice 2013 Desktop Policy

13) Right Click o®ffice 2013 Desktop Policy and sel ect Edit ..

14) When Group Policy Managementited loads, expandJser Configuration > Policies >
Administrative Templates > Microsoft Outlook 2013 > Account Settings > Exchange > Cached
Exchange Mode

15) Double click oi€ached Exchange Mode Sync Settiagd set to Enabled

16) Change the sync settings to Jonth from the pull down.
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E Cached Exchange Mode Sync Settings

Previous Setting | | Mext Setting

O Mot Configured Comment:
(®) Enabled

() Disabled

Supperted N | At |east Windows Server 2008 R2 or Windows 7

Options: Help:

Select Cached Exchange Mode sync settings for new This policy s_etting allows you to configure thfa amaount (by date)
rofiles of user email Qutlock synchronizes locally using Cached
P Exchange Mode.

One month

If you enable this policy setting, you can specify the tirme-
window of email messages that Outlook synchronizes to users'
computers, The cptions you can select aret 1 month, 3 months, 6
maonths, 1 year, 2 years, and All,

If you disable or do not configure this policy setting, Outlook
synchronizes the last 12 months of email messages to users’
computers,

Exercise 4. Controlling Outlook Add -ins through Group Policy
Office 2013 gives desktop administrators new flexibility in managing thersdithat Outlook
loads at startup through a simple, poefined group policy element.

2 K2Qa 0SSy KSNB 0ST2NBK
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Microsoft®

Outlook 2010

Loading Add-ins (66 of 135)
Metadata Assistant 3 Outlook Add-In

~a.0ffice

© 2010 Microsoft Corporation. All rights reserved. Cancel

[ SGQa 2dzad 3ISHE NRIKG G2 AGoodod

1) Here are the addns that are currently loading with Microsoft Outlook in our Lab.

Add-Ins available:

zl Lynec Meeting Add-in for Microsoft Office 2013
:| Microsoft Access Outlook Add-in for Data Collection and Publishing Cancel
EMicmsnft Exchange Add-in

«| Microsoft VBA for Cutlook Addin

E OneMote Motes about Cutlook Items
[+] Outlook Social Connector 2013 Bemove
jWindnws Search Email Indexer

Location: Ch\Program Files x26)\Microsoft Office\Office15VADDINS Colleaguelmport.dll
Load Behavior: Load at Startup

2) To demonstrate controlling the load behavior of these, we are going to disable alhaéctcept
Lync, Exchangedn V B A. Fire up group policy management
open.

3) Right clickOffice 2013 Desktop Polignd sel ect “Edi t”
4) Go toUser Configuration > Administrative Templates > Microsoft Outlook 2013 > Miscellaneous

5) Double click.ist ofManaged addins and selecEnabled
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6) Before you click th&howbutton, notice that the policy explanation describes how to identify the
syntax to use to identifytheaddns t o manage. Here, we’'ve done a
registry it for you- so make yours look like ours.

|® List of managed add-ins _ o
[
| @ e Previous Setting | | Next Setting
State Ce
k O Not Configured Comment:
{®) Enabled
() Disabled

Supported 0N | At |east Windows Server 2008

List of managed add-ins

Options: Help: Value name
3 Colleaguelmport Colleaguelmport Addin

List of managed add-ins This policy 55 AccessAddin. DC
always enabl

the user. To b OneNote OutlookAddin
;ettin 9. you OscAddin Connect
ins" policy sg

UCAddin. LyncAddin 1

f To enable th
for each add

In "Value na

YWOutlook\Addins or HKEY_CURREMNT_USER\SOFTWARE
Microsoft\ Office\ OutloekiAddins,

You can also obtain the ProglD of an add-in by using Office
Telemetry Dashboard.

| oK || Cancel | Apply

7) Now open Outlook and see how we did (did you feel that? It may have launched a little faster)
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G I . . . .
Enere E_?} View and manage Microsoft Office Add-ins.
Mail
Calendar Add-in Options
People Launch Add-in options dialeg: | Add-in Options...
Tasks
Add-ins
Search
Language Mame = Lecation Type
Active Application Add-ins
Advanced Microsoft Exchange Add-in CA.INS\UmnOutlookAddindll  COM Add-in
Custorize Ribbon
Inactive Application Add-ins
Quick Access Toolbar Microsoft VBA for Outlook Addin CALSVADDINSVOUTLVBADLL - COM Add-in
frishe Disabled Application Add-ins
Trust Center Lync Meeting Add-in for Microsoft Office 2013 Chice\Officel AUCAddindll - COM Add-in
Microsoft Access Outlook Add-in for Data Collection and Publishing  C:\...1S\ADDINSVACCOLK.DLL  COM Add-in
Microsoft SharePoint Server Colleague Import Add-in ChLLDINS\Colleaguelmport.dll - COM Add-in
OneNote Motes abeout OQutlock Items ChLeNOffice 1 VONBHEnOL.dIl - COM Add-in
Outlook Social Connector 2013 C\LGSOCIALCONMNECTORDLL  COM Add-in
Windows Search Email Indexer ChshSystem32imssphtbodll  COM Add-in
Add-in: Microsoft Exchange Add-in
Publisher: Microsoft Corporation
Compatibility: Ne compatibility information available
Location: C:\Program Files (x86)\Microsoft Office\ Office 1 VADDINS\Um OutlockAddin.dll
Description: Exchange support for Unified Messaging, e-mail permission rules, and calendar availability.

Manage: |COM Add-ins :l Go..

[ ok || cance_|

8 It’"s too early, we're all tired, but we disabl
Lync from O to a 1. Refsh policy and réaunch Outlook to validate.

OrjustgohomeThanks for joining us this morning...
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