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Introduction 

Ç Jason Straight 

ÁManaging Director at Kroll.  

ÁProvides expert advice on digital investigations, data privacy protection, 
information security best practices and tactical incident response. He has 
been involved in or overseen dozens of complex engagements involving 
intellectual property theft, network intrusion incidents, loss of personal 
customer or employee data and many, many internal corporate 
investigations.  

ÁJason is a frequent speaker and author on topics related to information 
security and has been quoted in numerous publications. Prior to joining Kroll 
in 2002, Mr. Straight practiced law at Fried, Frank, Harris, Shriver & Jacobson.  

 



Introduction 

ÇTed Theisen 

ÁDirector at Kroll.  

ÁProvides investigative expertise, analytical assistance and digital forensic 
support to solve complex and critical client issues. 

ÁHolds broad experience in information technology and investigations as well 
as unique expertise with high technology elements, such as cyber-
counterintelligence, cyber-counterterrorism, criminal computer intrusions, 
intellectual property rights violations and internet fraud. 

Á Served as Branch Chief of Cyber Integrity for the Executive Office of the 
President ς White House.  Responsibilities included eDiscovery, collection 
and preservation of evidence, forensic analysis and investigative procedures 

ÁPrior to that, was a special agent for the FBI and was instrumental in 
pioneering sophisticated investigative techniques for cyber investigations.  

 



Agenda: 

» Introductionς Why is it important to proactively 
prepare for a data breach? 

» Cyber Threat Landscape  

» Incident Prevention:  Creating a culture of 
security 

» Incident Response Best Practices 

» Prevention Tips 
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Introduction 

ά{ƻƳŜ ƻǊƎŀƴƛȊŀǘƛƻƴǎ ǿƛƭƭ ōŜ ŀ 
target regardless of what they do, 
but most become a target because 
ƻŦ ǿƘŀǘ ǘƘŜȅ ŘƻΦέ 
 
-- Verizon 2013 Data Breach Investigations Report 



Law Firms Are a Target of Cybercrime 



From Perimeter Defense to Defense-in-Depth 

Å9Ǿƻƭǳǘƛƻƴ ŦǊƻƳ άǎƳŀǎƘ 
ŀƴŘ ƎǊŀōέ ǘƻ άƛƴŦƛƭǘǊŀǘŜ 
and stayέ 
 
ÅDetermined attackers 

WILL get in 
 
ÅShift toward defense 

from the inside-out 
 



Threat Landscape 



ATTACKER  
PROFILES 

Defending the 

perimeter is still 

necessary but  

no longer  

sufficient 

STATE SPONSORED 
HACKERS 

HACKTIVISTS 

CRIMINAL 
 
  HACKERS 

Current Threat Landscape 

MALICIOUS 
INSIDER 



CASE STUDY: Law Firms Are a Target of Cybercrime 

Proprietary and Confidential τ FOR ALTEGRITY INTERNAL USE ONLY 

Ç  China-Based Hackers Target Law Firms to Obtain Data 
Associated with a Secret Deal 



 
Incident Response Best 
Practices 



Responding to an incident can be overwhelming 



A Methodical Approach Must Be Used 



NIST Definition of Incident Response Process (NIST 800-62 rev 2) 

Ç Preparation 

Ç Detection & Analysis 

Ç  Containment 

Ç  Eradication 

Ç  Recovery / Post-Incident Activity 



PREPARATION 

Ç  Incident Response Plans and Procedures 

Ç  Tabletop Exercises 

Ç  Prepare System Diagrams 

Ç  Identify where your data resides 



DETECTION & ANALYSIS 

Look for Warning Signs   

ÇIncrease in anomalies 

ÅPort scans 

ÅSpam/spear phishing 

ÅMalware quarantines 

ÅEgress communications to funky IP addresses 

ÅFailed log-in attempts 

 



DETECTION & ANALYSIS 

If you determine there is an actual breach: 

 

 

 

        5ƻƴΩǘ tŀƴƛŎΗ 
 



DETECTION & ANALYSIS 

Ç  Do The Following:  

ÅCreate a timeline of associated accounts and suspect files 

ÅIdentification of exfiltration repository 

ÅDocumented Interviews of SMEs 

ÅPromote cultural changes in the IT Department:  

ÅEncourage ŎŀǊŜŦǳƭ ǳǎŜ ƻŦ ǿƻǊŘƛƴƎ όŘƻƴΩǘ Ŏŀƭƭ ƛǘ ŀ ōǊŜŀŎƘ ǳƴǘƛƭ ŎƻǳƴǎŜƭ Ŏŀƭƭǎ ƛǘ ŀ 
breach) 

ÅEncourage broad preservation of evidence 

ÅvǳŀǊŀƴǘƛƴŜ ƳŀƭǿŀǊŜ όŘƻƴΩǘ ŘŜƭŜǘŜύ 

 

 



DETECTION & ANALYSIS 

Determine the scale and scope of your breach   

 



DETECTION & ANALYSIS 

ÇDetermination of Exposure 

ÅLog Analysis 

ÅNetflow 

ÅFull packet capture 

ÅBandwidth/volume of data transfers 

ÅReview Infrastructure Diagrams 

ÅReview Process Flow Diagrams 

ÅIdentify existing file transfers 

ÅRegulated Data (PHI/PII) 

ÅTime Line Analysis 

ÅCorrelation of date/time stamps key to successful investigation 

 



DETECTION & ANALYSIS 
PRESERVE EVIDENCE  

ÇDo Not Analyze Original Evidence 

ÅPreserve original, analyze copy if possible 

ÅDocument what has been touched 

Ç  Broad Preservation/Collection 

ÅFull image copy of hard drives 

ÅPrior to shutdown, image volatile RAM 

ÅBefore analyzing logs, ensure they can not be altered by queries run against them 

ÅConsider full packet captures 

Ç  Document Everything 

Ç  Destroy Nothing 



CONTAINMENT 

  ά¸ƻǳ ŎŀƴΩǘ ǎǘƻǇ ƘƛƳΣ ȅƻǳ Ŏŀƴ ƻƴƭȅ ƘƻǇŜ ǘƻ Ŏƻƴǘŀƛƴ ƘƛƳέ 

               --Dan Patrick, ESPN 

 



CONTAINMENT 

Ç  Reduce Further Exposure 

ÅIsolate affected systems (if possible) 

ÅEliminate internet connectivity (if possible) 

ÅBlack-list communications to unauthorized/associated IP addresses 

ÅImplement emergency changes to update/patch exploited vector 

 



ERADICATE 

Ç  Reduce Likelihood of Recurrence 

ÅUse caution when deleting anything 

ÅLoop in Counsel 

ÅUpdate malware IDS/IPS signatures 

ÅDeploy emergency patching  

ÅBlack-list identified malicious IP addresses 

 



RECOVERY - POST BREACH 

Ç  After Action Reports (Post Mortems) 

ÅReview all documented activity 

ÅDiscuss in roundtable environment 

ÅIdentify what was done well and areas in need of enhancement 

Ç  Clarifying Legal/Contractual Obligations 

ÅWhen is it necessary to involve inside/outside counsel? 

ÅWhen is it necessary to involve insurance carrier? 

ÅWhen is it necessary to contact a third party investigative firm? 

ÅWhen is it necessary to notify clients? 

 



DATA BREACH PREVENTION: 
EQUAL PARTS PEOPLE, PROCESS, TECHNOLOGY  

 



PREVENT WITH TECHNOLOGY 

ÇStay Current with Patching/Internal Vulnerability Assessments 

ÇEnhance IDS/IPS, SIEM, DLP, general defensive posture 

ÇImplement a DLP plan 

 

 



PREVENT WITH PROCESS 

ÇHave a documented IR Plan 

ÇCreate Privacy Plan and a Data Retention Policy 

Ç5ƻŎǳƳŜƴǘ Lw tǊƻŎŜŘǳǊŜǎ όŀƴŘ ŘƻƴΩǘ ŦƻǊƎŜǘ ǘǊŀƛƴƛƴƎΗύ 

 

 



PREVENT WITH PEOPLE 

ÇConduct Information Security Awareness 

ÇTabletop Exercises 

ÇInstill a Culture of Information Security 

 

 



 

 

Contacts: 

Ted Theisen 

 ttheisen@kroll.com 

 571-521-6125 

Jason Straight 

 jstraight@kroll.com 

 212-833-3208 

 

 
 


